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1
Decision/action requested

This document proposes to add clarification on security in AMF change within an AMF set.
2
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3
Rationale

AMFs within a same AMF set may come from different vendors. The default NAS security algorithm priorities configured in these AMFs may be different.The operator may not modify the default configuration, so the NAS security algorithm priority list of these AMFs may not be the same. In this case, the NAS security key needs to be re-derived when the UE moves between different AMFs in the same AMF set. Therefore, this document proposes to add clarification of the key derivations on the AMF change within an AMF set.
4
Detailed proposal

***********************Start of the first change************************
6.9.2
Security in AMF change within an AMF set

Editor’s Note: It is FFS if clauses 6.9.2 and 6.9.3 should be merged.

Editor’s Note: Clauses 6.9.2 and 6.9.3 should include only text that is common to both handovers and idle mode mobility. Text in 6.9.2 and 6.9.3 specific only to handovers or idle mode mobility should be merged to those corresponding clauses handover clauses 6.9.4.3.3, 6.9.4.3.4, 6.9.4.3.5 and idle mode mobility 6.9.5.

Within an AMF set, the 5G security context is stored in the UDSF. No KAMF derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. However, if the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms, the target AMF shall re-derive the NAS keys from the KAMF using the selected NAS algorithm identities as input to the NAS key derivation functions and sends NAS SMC. All inputs, in particular the KAMF, will be the same in the re-derivation except for the selected NAS algorithm identity.
KSEAF shall not be stored in the UDSF.

Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.

***********************End of the first change***************************






